
 
 

 

 

 

 
 



1 
 

Introduction: 

The phenomenon of terrorism financing is representing a great challenge 

to FI, DNBP and NPO, in terms of recognizing the various sources, 

which are providing the financial and other support to individuals, and 

organizations involved in terrorist activities or in planning for terrorist 

acts, and These sources may be legitimate such as charitable 

organizations or illegal way resulting from trading in damaged goods, the 

drug trade, etc. 

 Money laundering for the terrorist financing has recently reached to 

dangerous levels, therefore after the terrorists being arrested, the 

authorities found that they had large amounts with their possession, so 

this situation arises questions that "where did these amounts come 

from?", "What is the source of these amounts? , "who had sent it?" , and 

"How did those terrorists receive it?", so that we have to be fully aware 

for huge risks threatening our homeland security not only at present time 

but also in the future, so that we should look for effective methods that 

enable us to interrupt and prevent the means of terrorist financing.   

It is worth to mention that the international organizations, such us some 

of United Nations' committees, World Bank, the International Monetary 

Fund, and FATF, are exerting great efforts in combating this issue and 

countries is intending to implement the approaches of these organizations 

as well as their own laws and regulations in this regard in order to be in 

line with international standards, and we believe that terrorist financiers 

could be discovered through applying methods recommended by these 

organizations like risks based approaches, effective supervising on the 

compliance of obliged entities with CDD's measures and using modern 

banking systems to monitor any money transfer order as these combating 

procedures will unveil both the sender and the beneficiary. 

As a result that there is a close link between money laundering and 

financing terrorism, so huge amounts, belonged to money launderer, 

discovered in many cases led through this fact to terrorist financiers, so if 

the strategy of combating the terrorist financing applied carefully through 

effective banking systems, then the source of money and terrorist 

financier could be detected and revealed, but as a result of ongoing gaps 

which are emerging in the financial system, so the terrorist groups will 
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use these gaps to move and transfer for their dirty money transactions, 

therefore the efforts should be consolidated to tackle these gaps with new 

methods, which should be compatible to these violations in this system, 

because the  competent authorities cannot control all these gaps without 

coordinating with each other and these authorities should apply the 

relevant laws and regulations effectively to detect terrorist financiers 

through analyzing suspicious transactions conducted by some commercial 

entities and charitable organizations, as these efforts will finally lead to 

discover the exploitation perpetrated by the terrorist financiers to cover 

their criminal operations, thus the guidelines has been prepared to raise 

awareness against terrorism and terrorist financing. 

The guidelines' object: 

This guidelines is intended to provide guidance, instructions and  

explanations step by step for the implementation of freezing and 

unfreezing inclusion, of the money and assets of the people suspected in 

committing terrorist financing and\or terrorists acts, as well as it shows 

how the competent authorities will enforce the binding status of these 

measures taken by authorities, which have the power to impose this 

freezing, and this implementation will reflect the compliance of the 

obliged entities with the legal requirements in order to work in 

accordance with the relevant international standards such as FATF's 

recommendations, IMF, WB etc., as the adoption of such standards of 

supervision and obligations will lead to effective contribution in the 

implementation of combating the terrorist financing at the national-level 

plan and world-wide cooperation. 

 

Targeted financial sanctions related to terrorism and terrorist 

financing 

Recommendation No. (6) of the Financial Action Task Force (FATF) 

stated that:  

"Countries should implement targeted financial sanctions regimes to 

comply with United Nations Security Council resolutions relating to the 

prevention and suppression of terrorism and terrorist financing. The 

resolutions require countries to freeze promptly the funds or other assets 

of, and to ensure that no funds or other assets are made available, directly 

or indirectly, to or for the benefit of, any person or entity either: 



3 
 

 (i) Designated by, or under the authority of, the United Nations Security 

Council under Chapter VII of the Charter of the United Nations, 

including in accordance with resolution 1267 (1999) and its successor 

resolutions; or 

 (ii) Designated by that country pursuant to resolution 1373 (2001)." 

 

Terminology and definitions: 

1. Terrorism Financing: Any act committed by a person who, by any 

means, directly or indirectly, willfully, collects or provides funds, or 

attempts to do so from a legal or illegal source, with the knowledge that 

they will be used or with the intent that they should be used, in full or in 

part, in order to carry out a terrorist act or for the benefit of a terrorist 

organization or a terrorist. The act shall be considered terrorism 

financing regardless of the occurrence of the crime and of the country 

where this act occurs or where the terrorist or terrorist organization 

exists. 

 

2. Terrorist Act, includes: 

a- Any act criminalized as such in the Iraqi law. 

b- Any act constituting a crime according to the definitions stipulated in 

the Convention for the Suppression of Unlawful Seizure of Aircrafts 

(1970), the Convention for the Suppression of Unlawful Acts against the 

Safety of Civil Aviation (1971), the Convention on the Prevention and 

Punishment of Crimes against Internationally Protected Persons (1973), 

the Convention on the Punishment of Crimes against Internationally 

Protected Persons (1974), the International Convention against the 

Taking of Hostages (1979), the Convention on the Physical Protection 

of Nuclear Material (1980), the Protocol for the Suppression of 

Unlawful Acts of Violence at Airports serving International Civil 

Aviation, supplementary to the Convention for the Suppression of 

Unlawful Acts against the Safety of Civil Aviation (1988), the 

convention for the Suppression of Unlawful Acts against the Safety of 

Maritime Navigation (1988), the Protocol for the Suppression of 

Unlawful Acts against the Safety of Fixed Platforms located on the 

Continental Shelf (1988), the International Convention for the 

Suppression of Terrorist Bombings (1997) or any other international 
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convention or protocol concerning terrorism financing to which the 

Republic of Iraq is signatory; 

c- Any act intended to cause death or an attack on the safety of a civilian, 

or any other person not taking part in the hostilities in a situation of 

armed conflict, when the purpose of such act is to cause fear among a 

population, or to compel a Government or an international organization 

to do or abstain from doing any act;  

3. Terrorist: Any natural person who commits a terrorist act as a 

perpetrator or an accomplice, or a person who incites others to commit a 

terrorist act even if the act is not perpetrated, colludes or agrees on the 

commission of such act, in any means , directly or indirectly, or attempts 

to commit such act. 

4. Terrorist Organization: An agreement between two or more persons to 

commit terrorist acts, by any means, directly or indirectly, whether 

specified or unspecified acts, acts providing or facilitating the 

perpetration of the same, whenever the agreement is organized, even if 

at its beginning, continuous or for short period, whether the crime did or 

did not occur, or any group of terrorists committing any of the following 

acts: 

a- Intentionally perpetrating or attempting to perpetrate terrorist acts, by 

any means, directly or indirectly. 

b- Acting as an accomplice in a terrorist act 

c- Organizing or directing others to commit a terrorist act 

d- Contributing intentionally to the commission of a terrorist act with a 

group of persons acting with a common purpose, with the aim of 

furthering the terrorist act or with the knowledge of the intent of the 

group to commit the terrorist act.  

5- Designation: The identification of the individual or entity subject to 

sanctions pursuant to UN Security Council Resolutions 1267 of 1999, 

1373 of 2001, 1988 of 2011, or 1989 of 2011, and any other relevant 

UN Security Council Resolutions due to their inclusion on national or 

international lists.  
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6- Narrative summary: The published part of the summary explaining 

the reasons for designating a person or entity on the sanctions list 

annexed to the designation decision of the Sanctions Committee. 

7- Sanctions list: The list of names of individuals and entities identified 

pursuant to international resolutions with specific information and 

reasons for listing. 

8- Ombudsperson: The person designated by the Secretary General of 

the United Nations to provide assistance to the Sanctions Committee 

when reviewing requests to delist persons and entities designated on 

sanctions lists. 

9- Without delay: freezing the funds or economic resources within hours of 

the designation being issued by the UN Sanctions Committee or the 

Terrorist Funds Freezing Committee in order to prevent any disposition 

of funds or economic resources.  

10- Economic resources: assets of any kind, whether tangible or 

intangible, movable or immovable, actual or potential, which may be 

used to obtain funds, goods or services, including equipment, furniture, 

fittings and fixtures; vessels, aircraft and motor vehicles; jewelry and 

gold; oil products, modular refineries and related material including 

chemicals and lubricants;  minerals, or timber or other natural resources; 

arms and related materials, raw materials and components that can be 

used to manufacture improvised explosive devices or unconventional 

weapons, any types of proceeds of crime, including from the illicit 

cultivation, production or trafficking of narcotic drugs or their 

precursors; patents, trademarks, copyrights and other forms of 

intellectual property, internet hosting or related services.   

11- United Nations Sanctions Committee: The Sanctions 

Committees of the United Nations Security Council established pursuant 

to Security Council Resolutions 1267 of 1999, 1989 of 2011, 2253 of 
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2015 (ISIL (Da’esh) and Al-Qaida Sanctions Committee) and 1988 of 

2011 (the 1988 Sanctions Committee).  

12- Relevant United Nations Security Council Resolution: Security 

Council Resolutions issued under Chapter VII of the United Nations 

Charter that aim to prevent and disrupt the financing of terrorism, 

including Resolutions concerning the Islamic State in Iraq and the 

Levant (Da’esh), Al-Qaida, and associated individuals, groups and 

entities; individuals, groups, undertakings and entities associated with 

the Taliban who constitute a threat to the peace, stability and security of 

Afghanistan; and to international peace and security  due to terrorist 

acts. 

Terrorist Funds Freezing Committee 

1- A committee known as the Terrorist Funds Freezing Committee shall be 

established at the Secretariat General of the Council of Ministers responsible for 

implementing targeted financial sanctions relating to the funds or economic 

resources of terrorists designated locally or based on the request of another country 

pursuant to relevant UN Security Council Resolutions (UNSCRs) or of persons 

designated by the UN Sanctions Committee established pursuant to a relevant 

United Nations Security Council Resolution. The Committee shall be formed of: 

First: The Deputy Governor of the Central Bank of Iraq - Chairman 

Second: The Director General of the AML/CFT Office - Deputy Chairman 

Third: A representative of the following bodies, holding a position not inferior to 

Director General or Brigadier-General for army staff - members: 

a- Ministry of Finance 

b- Ministry of Interior 

c- Ministry of Foreign Affairs 

d- Ministry of Justice 

e- Ministry of Trade 

f- Ministry of Communications 

g- Commission of Integrity 

h- Counter Terrorism service 
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i- National Intelligence Service   

 

Committee duties 

1- Disseminate names of persons whose funds are frozen upon publishing 

them on the UN Sanction Committee official website to competent 

authorities, without delay, for the purpose of taking necessary measures 

for freezing other funds or assets of designated persons and entities or 

funds of persons and entities working on their behalf, for their interest or 

under their instruction. This includes other funds and assets derived or 

generated from properties owned or controlled, directly or indirectly, by 

those persons or entities connected therewith. The committee may freeze 

funds and assets of branches and spouses of any designated person 

whenever justified.  

2- Preparing a local list of names of terrorists and terrorist organizations 

against which freezing standards apply, based on information provided by 

relevant authorities. 

3- Receiving requests sent to the Ministry of Foreign Affairs from foreign 

countries with respect to freezing funds and other assets of persons 

residing in the Republic of Iraq or abroad, verifying the availability of 

standards of freezing and issuing its decision accordingly. 

4- Disseminate the name of any person or entity added to the consolidated 

list for the first time as soon as the narrative summary of the designation 

of such person or entity is issued by the Sanctions Committee, to 

authorities mentioned in Paragraph (1) of this Article and notification 

shall be made pursuant to the Law. 

5- Serve notice to Iraqi nationals or foreign persons resident in Iraq whose 

funds, other assets and economic resources were frozen due to their 

designation on the consolidated list, without delay. The narrative 

summary and information pertaining to the listing shall be annexed to 

such notice document. 

6- Proposing the name of persons, groups or entities to the United Nations 

Sanctions Committees for designation if it has determined that there are 
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reasonable grounds to believe that any designation criteria is met as a 

result of involvement in any terrorism  act, terrorist financing or any 

supporting activity.  

7- Providing as much information as possible on the proposed name in order 

to accurately identify such person, and may for that purpose resort to any 

other party. 

8- Requesting the designation of a person shall not be conditional upon notifying or 

interrogating such person or upon the presence of a judicial ruling or criminal case 

being filed against them, and the request shall include a statement of case containing 

details on the basis for the proposal to list, information on the extent to which 

designation criteria are met, any information or documents supporting such, and the 

link between the proposed person and any other designated person or entity. The 

request shall also specify whether Iraq may be made known as the designating State if 

the proposal is submitted to a United Nations Sanctions Committee. 

9- The Committee shall, promptly, disseminate the national list and 

amendments thereto to supervisory authorities and other relevant parties 

to take necessary measures to freeze the funds and economic resources of 

designated persons or the funds of persons and entities working for, on 

behalf of or at the direction of such persons.  

10- Publishing the consolidated list and amendments thereto in the official 

gazette and on the official website of the AML/CFT Office. 

 

Financial institutions and designated non-financial businesses and 

professions shall commit to the following: 

1- Refer to the consolidated, national and international lists whenever 

carrying out a transaction or entering into a business relationship with a 

person to verify that they are not listed. In cases where they find a 

similar or matching name, these entities shall freeze the funds and 

economic resources of such person and immediately notify the 

Committee of the measures taken.  
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2- Prevent any direct or indirect disposition of funds or economic resources 

by or for the benefit of any person or entity designated on the 

consolidated, national or international lists. 

3- Notify the Terrorist Funds Freezing Committee of any funds or 

economic resources frozen under Article 5 (1) of the present Regulation 

or actions taken in compliance with this Regulation, including any 

attempted transactions. 

4- Inform the Terrorist Funds Freezing Committee as soon as it knows or 

suspects that a customer or former customer or any person with whom it 

has or had dealings is a person under Article 5 (1). 

5- Provide information to the Terrorist Funds Freezing Committee on the 

status of and any action taken with respect to funds or economic 

resources, the nature and quantity of funds or economic resources 

frozen, and any other information that is relevant to or would facilitate 

compliance with the Law, present Regulation and relevant instructions. 

6- Cooperate with the Terrorist Funds Freezing Committee in verifying the 

accuracy of the information provided. 

7- Matching identities and that means, for example, when a financial 

institution or company notice that an individual, company or 

organization's name included in their lists and that obliged entity has 

personal information that compatible with the name included in 

domestic and international list. 

 

Payments added to frozen account, 

Payments are to be added to a frozen account provided such payments 

should immediately subject to the freezing measure and the Committee is 

to be immediately notified: 

1-All amounts due under any contract, agreement or obligation, which 

was concluded or that arose before the date of freezing the suspected 

account; or 
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2-  Interest rates or any other returns or gains due on the account.  

 

Lifting the freeze  

The process of removing the name of an individual, entity from the 

freezing list of the funds or/and other assets will pass through following 

measures:  

1-  Any person designated by a United Nations Sanctions Committee that 

holds Iraqi nationality or has a place of business or residence in Iraq 

may submit a request for removal of the designation to the office of the 

Ombudsperson or through the Committee. The Committee may also on 

its own initiative, if it finds its action justified, submit such request.  

2- The Committee shall transmit requests it receives or generates to the 

Ministry of Foreign Affairs for forwarding to the competent United 

Nations Sanctions Committee. 

3- The Committee shall receive requests for additional information 

relevant to requests of removal submitted by designated persons on the 

consolidated list from the Ombudsperson or competent United Nations 

Sanctions Committee.   

4- The Committee shall examine requests within a period specified by the 

Ombudsperson or competent United Nations Sanctions Committee and 

provide its remarks to the Ombudsperson or competent United Nations 

Sanctions Committee, stating whether this person or entity should be 

removed from the consolidated list and may in doing so request 

additional information from any other party within the specified 

deadline.  

5- The Committee shall send requests to remove the names of deceased 

persons designated on the consolidated list whose funds or economic 

resources were frozen in Iraq with the relevant death certificate, to the 

Sanctions Committee through the Ministry of Foreign Affairs. The 
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same shall apply to entities that no longer exist or are no longer active. 

The Committee shall take the necessary measures to verify that 

inheritors or beneficiaries of such funds or economic resources are not 

designated on the consolidated list and notify the Sanctions Committee 

of such.  

 

The Updates implemented on Consolidated List 

The list should be updated ongoing basis as follows: 

1- Information of Designation shall be regularly updated. 

2- The Committee shall review the list at least every six months to verify 

the continued existence of reasonable grounds for the designation and 

shall issue a decision to remove a person from the list if it finds that 

there are no longer reasonable grounds to retain their name on the list. 

3- The Committee shall, promptly, disseminate the national list and 

amendments thereto to supervisory authorities and other relevant parties 

to take necessary measures to freeze the funds and economic resources 

of designated persons or the funds of persons and entities working for, 

on behalf of or at the direction of such persons. This shall include the 

funds or other economic resources derived and generated from 

properties owned or controlled, directly or indirectly, by those persons 

or their associates. The Committee may freeze the funds or assets of the 

offshoots or spouse of any of the persons if it finds its action justified. 

Relevant authorities shall notify the Committee of the measures taken.  

4- Disseminate the name of any person or entity that was removed from the 

national list to authorities as soon as such decision is issued, for the 

purpose of taking necessary measures to unfreeze their funds or 

economic resources. 
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Main indicators of terrorist financing: 

1- Name of the customer, beneficiary or remittance order published 

on lists of international terrorism. 

2- The available information about previous criminal activity for a 

customer. 

3- Announcing a customer's name through a TV or written media that 

he\she has link with terrorist organizations, and that terrorist is 

publicly declaring via a TV or social media that he\she is 

supporting a terrorist organization. 

4- Customer sympathizes with terrorist organizations and shows that 

sympathy through social networks in addition to support the 

terrorist activities of his friends. 

5- Small amounts of cash deposits in the account via the ATM. 

6- Cash withdrawals through ATM located close to the areas of 

conflict. 

7- The customer is transferring money to beneficiaries existed in 

conflict zones without clear justification for their staying there.  

8- Customer's account receives donations from charitable funds and 

non-profit organizations, which are recently established (4 - 5 

years) or from organizations have recently amended its activities, 

or that customer conducting withdrawals to be transferred as 

donations for the organizations working in conflict zones. 

9-  The withdrawals on the customer's card shows that he conducted 

the following payment:- 

 Purchasing the tools used to facilitate travel activities 

(tickets, clothing, and military equipment) those fit to be 

used in the conflict areas. 

 Buying electronic sets used in modern Internet connectivity 

services. 

 Conducting withdrawals for the payments for car rental 

companies. 

10- The customer using the ATM card, which unveils that he\she is 

existed in: 

 Conflict area that located under the control of the terrorist 

organization. 
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 The customer is existed far from addresses declared in the 

"know your customer" form. 

11- Unjustified transactions occurred in the account movement during 

the period in which terrorist organizations' activities were 

extended. 

12- Changing the customer's commercial activity, such as to include 

any deals with other traders working in regions close to the 

conflict areas. 

13- The customers obtaining a small loan and then he\she is intending 

to withdraw it in cash but finally it appears that he is unable to 

pay the premiums, or that loan to be paid through third party. 

 

   

                       


